Lumension® Endpoint Management and Security Suite

Take Control of Your Endpoints

Today’s rapidly changing IT network is more distributed and virtual than ever
- sensitive data is often stored on remote endpoint platforms, such as laptops
and mobile PDAs, and accessed through public WiFi networks connected
to a company’s IT network via the Internet. Mounting budget pressures are
forcing companies to look increasingly at virtual and cloud-based computing
alternatives. In addition, traditional point-based technologies and solutions
have added more complexity and cost to organizations, because IT teams are
focusing on the integration of disparate technologies and have to use many

different consoles across multiple products.

As IT environments have become increasingly dynamic and distributed with data
flowing across a myriad of devices and platforms, companies have effectively
lost control of their information.

Centralize Visibility of Endpoint Operations and Security

New approaches and solutions are required to ensure enhanced security and
compliance with the lowest total cost of ownership possible. The once-separate
IT functions of operations and security must collaborate and share information
seamlessly to gain the visibility needed to proactively address IT risk in a more
effective and efficient manner. Lumension Endpoint Management and Securi-
ty Suite is an extensible solution suite developed on the Lumension® Endpoint
Management Platform that reduces management complexity, optimizes TCO, im-
proves visibility and delivers information control back to IT.

Lumension Endpoint Management and Security Suite provides:
» Reduced complexity and TCO via an agile infrastructure, which delivers
modularly licensed product capabilities through an integrated console and
single-agent architecture.

» Greater visibility and control with an end-to-end approach that includes
capabilities to meet endpoint operations, security, compliance and IT risk
management needs.

» Enhanced security through a unique “trust centric” approach that enables
rules-based exceptions to security and change management.

Key Features

» Integrated Endpoint Management » Continuous and Full Discovery

Console of the IT Environment
» Modularly Licensed Product » Optimized Compliance and IT
Capabilities Risk Management

» Scalable and Agile Architecture
» Single Promotable Agent

» Comprehensive and
Automated Reporting

Datasheet

Key Benefits
» Reduces IT Environment
Complexity

» Reduces Endpoint Total Cost
of Ownership

» Provides Greater Visibility
Into and Control Over Your
Network’s Endpoints

» Elevates Security and
Compliance Posture

» Optimizes Existing
Resources for Reduction of
IT Risk

» Supports Your IT
Environment Within
a Dynamic Business
Environment
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Lumension Endpoint Management and Security Suite

Lumension® Patch and Remediation: Reduces corporate risk and optimizes IT
operations through the timely, proactive elimination of operating system and ap-
plication vulnerabilities across all systems and servers.

Lumension® Security Configuration Management: Ensures that endpoints are
securely configured and in compliance with industry best practices and regula-

tory mandates.

Lumension® Enterprise Reporting”: Provides centralized visibility of IT assets
and consolidates vulnerability and configuration data across the enterprise.

Lumension® Application Control*: Enables the enforcement of application usage
policies to ensure that only software that is explicitly authorized or trusted is al-

lowed to execute.

Lumension® AntiVirus*: Provides comprehensive protection against all malware
including viruses, spyware, Trojans and adware.

Lumension® Device Control”: Identifies all removable devices that are now or
have ever been connected to your endpoints and enforces device / port access
and data encryption policies to prevent data loss and/or theft.

Lumension® Risk Manager”: Automates compliance and IT risk management work-
flows and provides necessary visibility of people, processes and technology across the

entire organization.

*Available as an integrated/interfaced product module within the Lumension Endpoint Management & Security Suite 2010

Key Features

Integrated Endpoint Management
Console: Web-based console and
workflow-based navigation simplify
and optimize IT operations.

Modularly Licensed Capabilities:
An extensible platform that enables
both Lumension capabilities as well as
3rd party developed capabilities to be
“pluggable”.

Comprehensive and Automated Re-
porting: Delivers a holistic view of
your environmental risk with a full
range of operational and management
reports that consolidate information
within a single management console.

Scalable and Agile Architecture:
Delivers both pull and push approach-
es to endpoint communication and
policy distribution.

Continuous and Full Discovery of the
IT Environment: Integrates award-
winning solution capabilities to provide
complete discovery of what’s in your
IT environment, including capabilities
such as application whitelisting, de-
vice control, vulnerability manage-
ment, data loss prevention, anti-virus
and configuration management.

Single Promotable Agent: Flexible
agent architecture delivers services
on the fly without requiring burden-
some upgrades or increased agent
bloat, provides easy agent install and
uninstall capabilities, and offers self-
monitoring and recovery capabilities.

Optimized Compliance and IT Risk
Management: Streamlines compli-
ance and IT risk management work-
flows and ensures continuous monitor-
ing of compliance and IT risk postures.

System Requirements
OS: Windows Server 2003 —
Web, Standard, or Enterprise
Edition, R2 — Standard or
Enterprise Edition with SP2 or
later (x86); Windows Server
2008 or 2008 R2 — Web,
Standard or Enterprise Edition
(x86/x64)
Database Server: SQL Server
2005- Express, Standard, or
Enterprise Edition SP3 (x86);
SQL Server 2008 — Express,
Standard or Enterprise Edition
(x86/x64)

Complete Requirements

Online Resources
Lumension Blog
Reducing IT TCO

Solution Overviews:

Endpoint Protection
Vulnerability Management
Data Protection
Compliance and IT Risk

Management
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